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Sta se sve prati?

» Nadgledanje i izvestavanje
» RADIUS servera
» Pristupne infrastrukture (Access Point)

» Baza podataka - xml fajlovi, obaveza da se isporucuje
operatorima eduroam konfederacije:

» Kontakt informacije davaoca AMRES servisa

» Kontakt informacije institucija ucenica u AMRES
eduroam servisu

» Lokacije eduroam pristupnih tacaka i tehnicke info.
» Statistike koriscenja

ecluroam

Sve informacije se prikupljaju i unose u NetllS i odatle se
po potrebi preuzimaju od strane drugih sistema

Akademska mrezZa Srbije

www.amres.ac.rs



1 NetllS

Svaka institucija pod svojom granom u NetlIS
infrastrukturi ima “eduroam” folder

» U tom folderu se nalaze svi elementi koji se prate

&S NetlIS

Refresh

=] ﬁ MNetlIS
B [ AMRES (Serbia)
- B[] Members
1 B[ Belgrade
: B [ University of Belgrade
@ (i) Arhitektonski Fakultet
|8 ﬁf! Fakultet organizacionih nauka

; 0 ﬁ Administrator - Fakultet organizacion
- [0 W Fakultet organizacionih nauka

- O FON Graph

- O 5LA - Fakultet organizacionih nauka
I &3 cisco3550-fon

Akademska mreZa Srbije - (] eduroam

www.amres.ac.rs
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Nadgledanje i izvestavanje: RADIUS

» Testiranje dostupnosti preko mreze
» Ping IP adrese RADIUS servera

» Testiranje operativnosti IdP i RP RADIUSa

» koristi se eapol_test iz wpa_supplicant softvera
http://deployingradius.com/scripts/eapol test/

» eapol_test pokrece skripta na NetlISu
» mogu se testirati eap-ttls i eap-peap tuneli

» U slucaju da nesto ne radi, aktivira se alarm i salju se mail
obavestenja tehnickim kontaktima institucije i AMRES
tehnickim kontaktima

ecluroam

Akademska mrezZa Srbije
www.amres.ac.rs



@ Nadgledanje i izvestavanje: RADIUS Ping

(] eduroam  _
0 W radius.rcub.bg.ac.rs
EI &3 radius.rcub.bg.ac.rs

& g eap-ttls IdP
o) @ eap-ttls IdP+FTLR
o @ eap-ttls RP

Akademska mrezZa Srbije
WWww.amres.ac.rs

o @ eduroam usage monitor
‘l @ Ping monitor \

Ping monitor
radius.rcub.bg.acas
Monitor Variables

Minimum RTT: 0.18 ms , Maximum RTT: 0.24 ms , Average RTT: 0.21 ms, Sent
Packets: 5, Received Packets: 5, Packet Loss: 0%

Minimum RTT/Maximum RTT

...................
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Nadgledanje i izvestavanje: RADIUS

0 1dp

» Testira operativnost eap tunela do IdP RADIUSa

(] eduroam  _
0 W radius.rcub.bg.ac.rs
El &3 radius.rcub.bg.ac.rs

I @ eduroam usage monitor

= @ eap-ttls IdP
= @ eap-ttls IdP+FTLR
o @ eap-ttls RP

NetllS

eap_test)

L I

inst.ac.rs
IdP RADIUS
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. Nadgledanje i izvestavanje: RADIUS
0 1dP

» Testira operativnost eap tunela do IdP RADIUSa

(] eduroam eap-ttls IdP

E] . radius.rcub.bg. radius.rcub.bg.ac.rs

E [0 radiUS-l'CUb.bg, Monitor Variables
: Response: OK , Performance Data: value=1;Response time:228 ms , Nagios Plug-

@ eduroam y in Return Value: 0 (OK), Graph adjusted ret.val.: 1, Radius status: 1, Delay

[ms]: 228
PiNng Monitl Radius status
@ eap-ttls Idl 5

g

& capttis 1d 0.5
@ eap-ttls RF : 0

20:00 00:00 04:00 08:00 12:00

Delay [ms]

20:00 00:00 04:00 08:00 12:00



@ Nadgledanje i izvestavanje: RADIUS IdP + FTLR

» Testira operativnost eap tunela preko FTLR do IdP RADIUSa

IS
] eduroam  _ NetllS RADIUS

O W radius.rcub.bg.ac.rs N /N
B &2 radius.rcub.bg.ac.rs - » ,

X J

= @ eduroam usage monitor |eap_test O
I@Pangmomtor Ll T
I @ eap-ttls IdP

@ = eap-ttls IdP+FTLR

@ eap-ttls RP s )

Q

1

inst.ac.rs
IdP RADIUS




@ Nadgledanje i izvestavanje: RADIUS IdP + FTLR

» Testira operativnost eap tunela preko FTLR do IdP RADIUSa

(] eduroam eap-ttls IdP+FTLR

] . radius.rcub. bg radius.rcub.bg.ac.ars

E @ raduus l'CUb bg Monitor Variables
: Response: OK , Performance Data: value=1;Response time:241 ms , Nagios Plug-

. @ eduroam y in Return Value 0({OK), Graph adjusted ret.val.: 1, Radius status: 1, Delay
[ms]: 2
® @ Ping monit¢ Radius status

I @ eap-ttis Idl » ! Juummm
8
I ol eap-ttls Id| ‘go‘s

@ eap-ttls RF -

Delay [ms]
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@ Nadgledanje i izvestavanje: RADIUS RP

» Testira operativnost eap tunela preko FTLR do IdP RADIUSa

NetllS .rs
] eduroam monitor.eduroam.ac.rs RADIUS
0 W radius.rcub.bg.ac.rs IdP RADIUS
E &3 radius.rcub.bg.ac.rs ( N { N

@ monitor
I eduroam usage monitor RADIUS

= @ Ping monitor

I @ eap-ttls IdP

® @ eap-ttls IdP+FTLR
= @ eap-ttls RP

—
™

eap_test

i

i

inst.ac.rs

RP RADIUS
T v




@ Nadgledanje i izvestavanje: RADIUS RP

» Testira operativnost eap tunela preko FTLR do IdP RADIUSa

(] eduroam eap-tis RP

G . radius.rcub.bg radius.rcub.bg.ac.rs

[ &3 radius.rcub,bg Meniter Variables
: Response: OK, Performance Data: value=1;Response time:304 ms , MNagios Plug-

@ eduroam y in Return Yalue: 0(OK), Graph adjusted ret.val.: 1, Radius status: 1, Delay
[ms]: 304

@ Ping monitl Radius status
. @ eap-ttls Id
= eap-ttls Id
@ eap-ttls RF

20:00 00:00 04:00 08:00 12:00



mu Nadgledanje i izvestavanje: RADIUS Grupa
QLLDD Monitora

) eduroam ___
o W radius.rcub.bg.ac.rs
-l &3 radius.rcub.bg.ac.rs

B cduroam usage monitor
@ Ping monitor

L) eap-ttls IdP

C eap-ttls IdP+FTLR

@ eap-ttls RP

radius.rcub.bg.ac.rs

eap-ttis ldP@radius.rcub.bg.ac.rs OK [ value=1;Response time:236 ms fO(OK) f1 /1 /236  2.3.2011. 17:17
eap-ttls ldP+FTLR@radius.rcub.bg.ac.ars OK [ value=1;Response time:360ms fO(OK) J 1 /1 /360 2.3.2011. 17:19
eap-ttls RP@radius.rcub.bg.ac.rs OK [ value=1;Response time:254 ms JO(OK) J 1 /1254 2.3.2011. 17:17
Ping monitor@radius.rcub.bg.ac.rs 0.19ms /0.24ms [ 0.21 ms /S IS/0% 2.3.2011. 17:21
eduroam usage monitor@radius.rcub.bg.ac.as 3232/ 0/ diametar.rcub.bg.ac.rs / NULL 2.3.2011. 17:20



@ Nadgledanje i izvestavanje - AP

B () eduroam
: E & ciscol1142-rcub-rcubl

E il DoO
B L Dot
@ ll GiO
B lawd NuO

@ NumberOfUsers

§ = Ping monitor

» Ping
» Traffic monitor
» Broj povezanih korisnika

Naber of Active edullse

NumberOfUsers

cisco1142-rcub-rcub1 [server sala)
Monitor Variables

Response: OK , Performance Data: ApUsers=1, MNagios Plug-in Return Yalue: 0
(OK), Graph adjusted ret.val.: 1, Number OF Active eduUsers: 1

Humber Of Active eduUsers

2.0 .

.......

00:00



@ Baza podataka

*  AMRES je duzan da prikupi definisani set informacija koji se
preuzima od strane centralne evropske eduroam baze

¥ Informacije se unose u NetllS, a skripta pravi xml fajlove

¥ Generisani .xml fajlovi se nalaze na
¥ eduroam.amres.ac.rs /general/institution.xml
¥ eduroam.amres.ac.rs /usage/institutuion_usage.xml

» Na osnovu ovih informacija takode se dinamicki generise:
¢ spisak povezanih institucija na
eduroam.amres.ac.rs/rs/institucije-povezane.php

» Kml mapa sa pristupnim tackama na
eduroam.amres.ac.rs/rs/mesta-pristupa.html

edu roam

Akademska mrezZa Srbije
WWww.amres.ac.rs



@ Baza podataka - institution.xml

b
i Q@ Netrs : O] amRes (Serbia) 1t O Members 2 1&) rCUB = (1 eduroam

Children
{f# Technical Contacts Sledeci
adn 1 < Slajd
{21 Hot Spot - RCUB
&3 cisco1142-rcub-rcub1 server sala

&2 radius.rcub.bg.ac.rs

Properties

Name Yalue Description
Authentication Type EAP-TTLS, EAP GTC

City Belgrade

Info URL (en) rcub.bg.ac.rsfindex.php?lang=en

Info URL (rs) rcub.bg.ac.rs

Institution Realm rcub.bg.ac.rs

Organization Name (en) University of Belgrade Computing Center
Organization Name (rs) Racunarski centar univerziteta u Beogradu

Policy URL (en) rcub.bg.ac.rsfindex.php?lang=en
Policy URL (rs) rcub.bg.ac.rs
Street Kumanovska bb.
v | Type 3 (IdP=1, RP=2, IdP... >>




@ Baza podataka - institution.xml

i ﬁ NetlIS s (] AMRES (Serbia) =2 (] Members : ﬁ] RCUB 22 (] eduroam = ﬁ} Hot Spot - RCUB

Properties

Name Yalue Hidden Description

AP Number 2 false

City Belgrade false

Encryption Level WPAZJAES false

Information URL (en) eduroam.amres.ac.rs false

Information URL (rs) eduroam.amres.ac.rs false

IPv6 0 false (no=0, yes=1) >>
Latitude 44,805081 false

Location Name (en)  Belgrade University Computer Centre false

Location Name (rs) Racunarski centar Univerziteta u Beogradu false

Longitude 20.473669 false

MNAT 0 false (no=0, yes=1) >>
Port Restriction 0 false (no=0, yes=1) >>
SSID eduroam false

Street Kumanovska bb false

Transparent Proxy 0 false (no=0, yes=1) >>
Wired 0 false (no=0, yes=1) >>

Akademska mreza Srbije
WWw.amres.ac.rs



ma
@O eduroam.amres.ac.rs/rs/institucije-povezane.php

L Institucije koje ucestvuju u AMRES eduroam servisu

ik ' Operativnost rada eduroam infrastrukture prati se sistemom za nadgledanje NetllS, razvijenom
1 od strane RCUB-a, pod direktorijumom AMRES(Serbia)/Monitors/AMRES eduroam.

Povezane mstitue :
); I | 1 1TUCT) T.'p
4 Uputstva institucije

» da se prikljucits EAP-TTLS, EAP

Racunarski centar univerziteta u Beogradu bg.ac.rs IdP+RP 6TC

Rudarsko geoloski fakultet rgf.bg.ac.rs IdP EAP-TTLS
Fakuttet organizacionih nauka fon.bg.ac.rs IdP EAP-TTLS
Farmaceutski fakultet univerziteta u Beogradu pharmacy.bg.ac.rs IdP EAP-TTLS
Centar za informacione tehnologije Univerziteta u i |dP+RP EAP-PEAP

Novom Sadu

Akademska mrezZa Srbije
www.amres.ac.rs



an
&O eduroam.amres.ac.rs/rs/mesta-pristupa.html

Mesta pristupa |

Sta je eduroam? \ eduroam pristupne tacke u AMRES-u

 Za koris | gy = ’ T >, : B
e N A / N> Ly DN
Za institucije | R ' j‘?/‘/\?\’*&/ e S ] f"‘f'i"i\' M’T‘~@\

Name: Rectorate of Belgrade University
Address: Studentski Trg 1, Belgrade
SSID: eduroam

Enc: WPAZ2/AES

AP: 3

sersity
of Belgrade

e
(YHnbepsurer

“epaxynTer N,
YrupepsuTera

Sdataant

,‘:\ﬁé,--xc.Sghoﬁ'o'?r\
/ “an . Com - e
R T e011 Goage - Ternmies,

Akademska mrezZa Srbije
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Baza podataka- institution_usage.xml

» Lokalno koriséenje (AMRES korisnik pristupa eduroam-u svojoj
maticnoj instituciji)

» Nacionalno koris¢enje (AMRES korisnik pristupa eduroam-u
kod drugog AMRES RPa)

# Internacionalno koriséenje (strani korisnik pristupa eduroam-
u kod AMRES RPa)

RP
NetllS RADIUS
£ N |
i institution_usage.xml radius.log
O | SNMP
o-g Agregatpr Skript
0 | l

realm_usage.xml institution_usage.xml

Akademska mreza Srbije
www.amres.ac.rs




@ Baza podataka- institution_usage.xml

successful-intl fsuccessful-intl

(] eduroam  _

. . S + . =
O W radius.rcub.bg.ac.rs e S -
§ .1 -
E@radlusrcubbgacrs e e m s mm -
lgeduroamusagemomtor g ; e e e o
lgpmgmomtor 12:00  16:00  20:00  00:00  04:00  08:00
. @ eap-ttls IdP successful-national /successful-national
® @ eap-ttls IdP+FTLR 30—
8
o @ eap-ttls RP .
& $
®
=
¥
= successful-ownisuccessful-own
01
@

FFRSSFEERIRETRRSEE

No. of users

Akademska mrezZa Srbije
WWww.amres.ac.rs

__ 12:00 16:00 20:00 00:00 04:00 08:00




@ NetllS grupe monitora

@ ﬁ NetlIS 3 [ AMRES (Serbia) 2 [ Monitors 2 (] AMRES eduroam
Show Address Space /| Show MRTG List /

Children
Name AMRES eduroam

@ HotSpots

W@ Institution Radius

@ AMRES FTLR servers

() AMRES FTLR servers
e eduroam XML generator

edu roam
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