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Podesavanje za eduroam - iOS

N AMRES

Ovo uputstvo se odnosi na Apple mobilne uredaje: iPad, iPhone, iPod Touch.
Konfiguracija podrazumeva podeSavanja koja se vr§e na ra¢unaru i podeSavanja na mobilnom uredaju.

Podesavanja na racunaru

Prvi korak povezivanja na eduroam mrezu je instaliranje TERENA SSL CA digitalnog sertifikata. Sertifikat
se moze preuzeti sa adrese http://crt.tcs.terena.org/TERENASSLCA.crt. Adresu ukucati u Internet Explorer

nakon €ega ¢e se pojaviti prozor kao na slici ispod. Kliknuti Open dugme.

File Download - Security Warning

Do you want to open or save this file?

Mame: TEREMASSLCA.cer
Type: Security Certificate, 1.15KE

From: crt.tcs.terena.org

[ Save ]| Cancel |

l--"‘-h] “While files from the Interet can be useful, this file type can
\ e}; potentially harm your corputer. If you do not brust the source, dao not
= open or zave this software. What's the risk?

U novom prozoru kliknuti Install Certificate... kao na slici ispod, a zatim ispratiti instalaciju do kraja.

Certificate

Gaeneral |Details Zertification Path

F
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remote computer
*1.3.6.1.4.1.6449,1,2,2.29

Issued to: TEREMA 35LCA
Issued by: UTH-USERFirst-Hardware

valid from 5/15/2009 to 530/20z0

— —
UInstall Certificate. .,
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Za deo pode8avanje uredaja preko racunara potrebno je instalirati Configuration Utility na Vas racunar.
Nakon uspesne instalacije iPhone Configuration Utility programa, pokrenite ga. Pojavice se prozor kao na
slici ispod.

Fle Edit View Window Help iPhone Configuration Utility _ =g

Applications

Provisioning Profiles

4§ Configuration Profiles
DEVICES

l iPhone

14l

NGB Configuration Profiles  Provisioning Profiles  Applications

Device

Name: ithone
Capadity: 14.27 GB
Software Version: 4.2.1 (8C148a)
Serial Number:
Identifier: e e + e -
ECID: = =t
IMEL: pesitith
MEID:
WiFi MAC Address:
Bluetooth MAC Address: .
Last Connected: §/13/2011 4:01:53 PM

Contact

Phone Number: Mot Applicable

lee:l |
Email Mtllﬁs:l | @

U gornjem desnom uglu kliknuti File i iz padaju¢eg menija odabrati New Configuration Profile.

: iPhane Co tion Utili ==1lF3
oy iPhone Configuration ity ! :
| T

New Configuration Profile Crt+N

Add to Ubrary... Crtl+0
Duplicate Crt+D
Close Crtl+W
Share via Email Crt+L T ELYE Configuration Profiles  Provisioning Profiles  Applications
Export shift+Crt+5  Liice
Name: ithone
Exit crtl+Q Capadity: 14.27 GB
Software Version: 4.2.1 (8C148a)
Serial Number: -e
Identifier: + e -
ECID: e
IMEIL: il
MEID:
WiFi MAC Address:
Bluetooth MAC Address: ’
Last Connected: £/13/2011 4:01:53 PM
Contact
Phone Number: Not Applicable
Name: | ‘
Email Address: | ‘ @
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U novom prozoru izabrati General karticu iz menija sa leve strane i u delu Identity u polie Name upisati
“eduroam®, u Identifier polje upisati domen Vase institucije (na primer ,fon.bg.ac.rs®).

Identity
Passcode Name
Mot Configured Display name of the profile [shown on the device)
edurcam
-~ Restrictions
r_}_; Nt Configured Identifier
Unique identifier for the profile (e.g. com.company. profile)
s Wi-Fi .dﬂ"“ﬂ“
= Not Configurad
Organization
. VPN Name of the organization for the profile
band Mor Configured
Email Description
Mot Configured Brief explanation of the contents or purpose of the profile
7 Exchange ActiveSync
(&3] Mot Configured ®
@ LDAP
Mot Configurad
Security
-« ﬁl?‘.;\ﬁ‘wed ‘E Control when the profile can be remaved.
(N S o [ - 3 | m =|

Nakon toga, u meniju sa leve strane pronaci Credentials karticu i kliknuti Configure u prozoru koji ¢e se
pojaviti, kao na slici ispod.

— i =
=3 LDAP
'@ Not Configured
calDAV — )
4% pot Configured | Configure Credentials
Subscribed Calendars Usa this section to spedify the PKCS1 and PKCS12
=5 Not Configured certificates you want to install on the device. Add your
corporate certificate, and other certificates necessary to
. | CardDAV authenticate the device's access to your network. For more
€ | Not Configured information about certificates, refer to the iPhone 05
- Enterprize Deployment Guide.
g Web Clips
o ot Configured " Gonigu |

. SCEP
Nat Configured

Mobile Device Management
Mot Configured

~% Advanced i
Not Configured :
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Zatim, u Personal Certificate Store prozoru pronac¢i TERENA SSL CA sertifikat, oznaciti ga i kliknuti
dugme OK.

Personal Certificate Store

Select the certificatels) vou'd like to use,

[

Issued ko
Rl:n:lt Agency

GI:::I:uaISign Crganization Validation CA
EMicrosoft Certificate Trust List PCA
Certisign Autoridade Certificadora ACLS
SecureSign RootCaz

™ .

£

ﬁ[ Zancel H Wiew Certificate

Pojavi¢e se prozor kao na slici ispod.

[ ot Configured

Credential =

— Wi-Fi
“e* 1 Payload Configured Credential Name
MName or description of the credential
[, VPN TEREMNA S5L CA
M Not Configured
. Certificate or Identity Data
Email Cartificates for indusion on device.
S

/7 Exchange ActiveSync
LA Not Configured

= LDAP
Not Configured

CalDAV
‘ﬂl Not Configured

Subscribed Calendars
T Not Configured

3| CardDAV
| ¥ | Not Configured

4 Web Clips
@ Not Configured

R

@ Mobile Device Management
Not Configured

Not Configured

-
&

%V R O I |
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Nakon definisanja sertifikata vrati¢ete se u Configuration Profiles podeSavanja. 1z menija sa leve strane
odabrati WiFi karticu i kliknuti Configure dugme u prozoru koji ¢e se pojaviti, kao na slici dole.
; 8 * General
|p ™ | Mandatory
Passcode
Mok Configured .-;;::;- Confi WEF

"~ Restrictions
_r_J Mot Configured

L= thiz saction to configure how the device connacts to
your wireless nebwork, including the necessary
authentication information.

VPN @

hﬂ Nok Configured

Email
Mokt Configured

ra Exchange ActiveSync g
e Not Configured [

U WiFi prozoru u polju Service Set Identifier upisati ,eduroam® (bitno je da sva slova budu mala!). Za
Security Type iz padaju¢eg menija odabrati WPA/WPA2 Enterprise, a u okviru Enteprise settings i
kartice Protocols izabrati TTLS. Za Inner Identity-a izabrati PAP. Navedena podeSavanja su prikazana
na sledeco; slici.

“ - General Wi-Fi @®
& Mandatory
Service Set Identifier
Passcode Identification of the wireless network to connect to
Mot Configured =durcam
5‘_:| Restrictions [ Hidden Network
Mot Configured Enable if the target network is not open or broadcasting
f".:‘ Seaurity Type
- Wireless network encryption to use when connecting
N VPN [ WPA [ WPA2 Enterprise 3|
Mot Configured
Enterprise Settings
Email Configuration of pratocols, authentication, and trust
Mot Configured
T Exchange ActiveSync W Authentication | Trust
L2 Not Configured ted EAP T
Authentication protocols supported on target network
= LDAP
@ Configurad CI7ms [ weap [ Eap-FasT
. o Tris [ pEAP [ EAP-SIM
: CalDAV
¥, Not Configured EAP-FAST
e Subscribed Calendars Configuration of Protected Access Credential (PAC)
1 Not Configurad [ Use Pac
wd Provision PAC
CardDAV . A cushy
"!‘J Not Configured Provision PAC Anonymoushy
bl Inner Identity
== Web Cli § P :
= Cunﬁg[:.lsred . Authentication protocol (for use only with TTLS)
v
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U okviru Enteprise settings i kartice Authentication u polje Username unesite svoje korisni¢ko ime u
formi korisnicko _ime@domen (npr. pera@rcub.bg.ac.rs), gde je korisniCko_ime Vase korisnicko ime za
eduroam servis, a domen domen Vase institucije, a u polje Password uneti svoju lozinku.

Vazna napomena: Korisni€ki podaci (korisni¢ko ime i lozinka) koji se ovde koriste ne moraju biti isto Sto i

Va$ e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se Va$oj mati¢noj instituciji.

—
- General ) .
Enterprise Settings
E Mandatory Configuration of pratocols, authentication, and trust
Passcode
Mot Configured Authentication
[, Restrictions Username
-_& Mot Configured Usarname for connection to wireless network
korisnicko_ime@domen
~— Wi-RH
N || Use Per-connection Password
/. VPN Request during connection and send with authentication
@ Mot Configured P rd
Email Password for the provided usemame
! Mot Ccunﬁgured ::::tt::k:tt-:ua'
r/3 Exchange ActiveSync Identity Certificate
L/ Not Configured Credentials for connection to wireless network
= LDAP | |
Mot Configured
. Outer Identity
@ CalDAV p. BExternally visible identification (for TTLS, PEAP, and EAP-FAST)
@ Mot Configured E
Pod Enteprise settings odabrati karticu Trust i selektovati TERENA SSL CA sertifikat.
| General . . Y
ﬂ Mandstory Enterprise Settings
Configuration of protocols, authentication, and trust
Passcode
Mot Configured Authentication
[~ Restrictions Username
-_f_] Mot Configured Usemame for connection to wireless network

— Wi-R
"= 1 Payload Configured

karisnicko_ime@domen

[| Use Per-connection Password
Request during connection and send with authentication

. VPN
@ Mok Configured Password
Email Password for the provided usemame
! Nat Conﬁgured *****:ﬂ***:uai
[V, Exchange ActiveSync Identity Certificate
LA Net Configured Credentials for connection to wireless netwaork

] LDAP
Mot Configured

w  CalDAV
¥ ot Configured

[alp [

Outer Identity
Externally visible identification (for TTLS, PEAFR, and EAP-FAST)
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Nakon navedenih podeSavanja, u levom panelu izabrati uredaj koji se konfiguride (IPhone), a u desnom
panelu izabrati karticu Configuration Profiles i kliknuti na Install.

tion Utility

Summary EELHNeGLRLLiIECE Provisioning Profiles  Applications  Console

Manage configuration profiles

1 Corfiguration Profiles eduroam domen _ Install
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Podesavanja na mobilnom uredaju

Posle kreiranja profila preko racunara potrebno je potvrditi instaliranje novog profila na mobilnom uredaju.
U prozoru koji ¢e se pojaviti kliknuti dugme Install.
. R 3G 13/6.- 4:37 77 % =

I Cancel . lnstall P'-

eduroam
AMRES

@ Verified

Signed ™ ==t W ®
haaent L R

Description

Received 13.06.2011.

Contains Certificate
WiFi Network

More Details >

Sledec¢i korak je potvrda instaliranja Root sertifikata klikom na dugme Install Now u novom prozoru.

Root Certificate

1stalling the certificate “AddTrust
External CA Root” will add it to the

list of trusted certif 25 On your
iPhone.

T T ———,

Cancel Install Now J
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Nakon uspesno zavrSene instalacije eduroam profila pojavice se ekrani kao na slikama ispod.

Profile Installed Done

AMRES

@ Verified

Description

-

Received 13.06.2011.

Contains Certificate
WiFi Network

More Details

Ako je sve dobro podeseno telefon ¢e povezati na eduroam mrezu.

settings = Wi-Fi Networks

Ask to Join Networks
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