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Kako bi korisnik na siguran nacin pristupio mreznim resursima i uz pomo¢ neophodnih podataka
(npr. korisnickog imena i lozinke) izvrSio proces autentifikacije neophodno je da na svom
raCunaru instalira SecureW2 program Cija se verzija sa odredenim predefinisanim parametrima,
specifi¢nim za AMRES eduroam servis, moze preuzeti na adresi
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe.

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe). Pojavi¢e se prozor kao na slici. Kliknuti
OK.

Execube: Securew2_EAP_Suite_114.exe

4“

chow o Installer Language [‘5__<|
Q Please select a language.
T |
[ =]4 ] [ Cancel ]

= [

Zatim Next.

< SecureW2 EAP Suite 1.1.4 for Windows Setup

M3
Welcome to the SecureWw? EAP

O Suite 1.1.4 for Windows Setup
— Setup will guide vou through the installation of Securew'z
Secu rew2 E&P Suite 1.1.4 For Windows,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant syskem Files without having to reboak your
computer,

Click Mext ko continue,

Mexk = ] [ Cancel



http://www.eduroam.ac.rs/downloads/SecureW2_AMRES.exe
http://www.eduroam.ac.rs/downloads/SecureW2_AMRES.exe
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Kliknuti | Agree.

<7 SecureW2 EAP Suite 1.1.4 for Windows Setup

License Agreement

Windows,

Press Page Diown ko see the rest of the agreement,

Flease review the license terms before instaling SecuretWw? EAP Suite 1.1.4 For Q

| Securewsz Eap Suite, Copyright (C) Secure'wz

{at wvour option) any laker version,

This program is free software; you can redistribute it andfor modifsy
it under the terms of the GRI General Public License as published by
the Free Software Foundation; either version 2 of the License, or

This program is distributed in the hope that it will be useful,
but WITHOUT AMY WARRANTY; without even the implied warranty of
MERCHAMTAEILITY or FITMESS FOR A PARTICULAR PURPOSE,

If wou accept the terms of the agreement, click I Agree to continue. ¥ou must accept the
agreement ta install Securet'z EAP Suite 1.1.4 for Windows.,

< Back

” I Agree ] [ Zancel

Pojavice se prozor kao na slici. Odabrati TTLS 4.1.0 i kliknuti Install.

<7 SecureW 2 EAP Suite 1.1.4 for Windows Setup

Chooze Components

install. Click Install to start the inskallation.

Zhoose which Features of Securet'z EAP Suite 1.1.4 For Windows wou want bao install, Q

Zheck the components you want ko install and uncheck the components wou don't wank to

o]

Select components ko install: TTLS 4.1.0 ReselEkey
[atci1.1.0
[PEAR 1.0.0
Space required: 3.6MEB
< Back ” Install ] [ Zancel
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Prilikom instalacije otvori¢e se prozor u koji je potrebno uneti korisnicko ime i lozinku. Korisnicko
ime je u formi korisni¢ko_ime@domen (na primer: pera@rcub.bg.ac.rs), gde je korisni¢ko_ime
Vase korisni¢ko ime za eduroam servis, a domen domen Vase institucije. Zatim kliknuti OK.

L SecureW 2 Configuration
Please

&

Secure\W2 =

Unesite Yase korisnicko ime:

Profile: I EFAL

Username: lkorisnicko_ime@domenl

EEE SRR RS E RS ST
Password:l ol

l***************

Re-enter Password:

OK I Cancel

Next = Cancel

<. Dack

Vazna napomena: Korisnicki podaci (korisnicko ime i lozinka) koji se ovde koriste ne moraju biti
isto Sto i Vas e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se Va3oj
mati¢noj instituciji.

Po zavrSenoj instalaciji kliknuti dugme Finish, pri Eemu treba odabrati opciju Reboot now.

<7 SecureW 2 EAP Suite 1.1.4 for Windows Setup

Completing the SecureW?2 EAP

O Suite 1.1.4 for Windows Setup
— Your computer musk be restarted in order ko complete the
Secu reW2 installation of Securet'2 EAP Suite 1.1.4 For Windows, Do
vou wank to reboot now?

{(*) Reboaot now

{31 wank to manually rebook later

< Back Zancel
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Kada se racunar restartuje, za podeSavanje wireless pristupa eduroam servisu potrebno je uraditi
sledece: kliknuti Start -> Control Panel -> Network Connections. U novom prozoru, desnim
klikom obeleziti Wireless Network Connection ikonicu i iz padajuéeg menija odabrati opciju
Properties.

s Network Connections
File Edit View Favorites Tools  Advanced  Help ",'

=

@Back < \_) l.ﬁ /LjSearch 0 Folders v

Address e_; Nebwork Connections V| Go
#| LAM or High-Speed Internet

Network Tasks

Create a new

connEction = | Disable
) Setup a home or small T ¥iew Available Wireless Networks
office network Local Area Connection
a Change Windows Metwork cable unplugged Repair
Firewall settings [ 5 Realtek RTLE139/510x Family
[ Wiew available wireless Bridge Connections
networks 1394 Connection N
@ Disable this network Connected Create Shorteut
device |—IEJ:E| 1394 Met Adapter
% Repair this connection Rename

Iﬂl Rename this connection

“hange settings of this
conneckion

Other Places

[}v Contraol Panel
i:d My Mebwork Places
[f:" My Documents
:i Iy Computer

Pojavice se Wireless Network Connection Properties prozor, kao na slici. Odabrati karticu
General i u delu This connection uses the following items: pronaci opciju Internet Protocol
(TCP/IP), obeleziti je i kliknuti Properties.

- Wireless Network Connection Properties |E”z|

General | wirsless Networks | Advanced|

Connect using:

‘ B2 IntelR] PRO/witeless LAN 2100 38 ‘

Thiz connection uses the following iterms:
S AEGIS Protocal [IEEE 802.1%] v3.2.0.3

== wLAN Transpart
Internet Protocal [TCPAR]

1>

(=

3 N
Ikstall... Uninztal
Description

Tranzmizzion Control Protocol/lnterneat Protocal. The default
wide area network. protocal that provides communication
across diverse interconnected networks.

Show icon in notifization area when connected
Matify me when thiz connection has limited ar no connectivity

ak. ] [ Catcel
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Zatim, u Internet Protocol (TCP/IP) Properties prozoru, pod karitcom General obeleziti opcije
Obtain an IP address automaticaly i Obtain DNS server address automaticaly. Na kraju

kliknuti OK.

[2][x]

-’tvmelgss Network Connection Properties

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration;1

You can get |P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

(3) Obtain an IP address automatically
() Use the following IP address:

I (5) Dbtain DNS server address automatically I

(O Use the following DNS server addresses:

[ Alternate DNS server :

[ Cancel ]

Lok |

Odabrati karticu Wireless Networks.

-i- Wireless Network Connection Properties

General I wireless MNebworks |i Advanced |
el

Connect using:

‘ B IntellR) PROAwisless LAN 2100 98

Egnﬂgu[e

This connection uses the following items:

%= AEGIS Protocol IEEE 80274 w3.2.0.3 ~

T wWLAN Transport

S Internet Protocol [TCRAAP) )
-

< | >

Deszcription

Tratzmizzion Contral Protocal/internet Pratocol. The default
wide area network, protocol that pravides communication
acroszs diverse interconnected networks.

Show icon in natification area when connected
Motify me when this connection hag limited or no connectivity

)4 ] [ Cancel
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Kliknuti na Add.. dugme da biste napravili novi profil za eduroam servis.

- Wireless Network Connection Properties |E|E|

General | Wireless Metworks | ,{\dvanced|

IJge Windows to configure my wirgless network, settings

A ailable network

To connect to, disconnect from, or find out more information
about wirelezs netwarks in range, click the button below.

Yiew Wireless Metworks

Freferred networks:
Autarnatically connect to available netwaorks in the order listed
below:

Mowe up

Move down

Add. . Remove Properties

Learn about seting up wireless netwark,

configuration.

I 0K H Cancel ]

U prozoru koji ¢e se otvoriti, pod opcijom Network name (SSID), upisati eduroam (bitno je da
sva slova budu mala!). U delu Wireless network key, za opcije Network Authentication i
Data encription u padajucem meniju obeleziti WPA2 i AES, respektivno. A zatim, odabrati
karticu Authentication.

- Wireless Network Connection Properties 7 @

General | “Wireless Networks |;’-\dvanced|

Wireless network properties

ASSDCiatiD;I Authentication iEonnectionl

Metwork name [SS1D]: | eduroam I |

[ Conmect even if thiz network is not broadzasting

WWireless nebwork key

Thiz netwark requires a key for the following:

Metwark Authentication: | WRa2 ~ |

[ 2]

The key iz provided for me automatically

[] Thiz is a computer-to-computer (ad hoc) network; wirelezs
access points are not used

[ 0k l ’ Caticel
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Pod Authentication karticom za EAP type odabrati SecureW2 EAP-TTLS, zatim iskljuditi
Authenticate as computer when computer information is available. | na kraju kliknuti OK.

-1 Wireless Network Connection Properties ? @

| eduroam properties

&szociation | Authentication |Connection|

Enable IEEE 802 1% autherntication for this network,

EAP type: | SecureW 2 EAP-TTLS w

Securew'2 EAP-TTLS
Smart Card or other Certificate

[ Authenticate as computer when computer information is available

[] Authenticate as guest when user or computer information is
unavailable

I )4 ] Cancel

Na ovaj nalin je zavrSeno podeSavanje raCunara kao i podeSavanje SecureW2 softvera u
cilju povezivanja na eduroam mrezu. Ova konfiguracija ¢e ostati saCuvana u racunaru i nije je
potrebno opet podeSavati pri ponovnom pristupu eduroam-u.

Da biste pristupili eduroam servisu potrebno je da se nalazite u podru¢ju pokrivenim eduroam
signalom, viSe informacija o tome gde se nalaze eduroam tacke pristupa mozete pronaéi na
adresi: http://monitor.eduroam.org/eduroam_map.php?kmli=europe capital.

Za povezivanje na eduroam mrezu potrebno je klinkuti na ikonicu u donjem desnom uglu ekrana,
kao $to je prikazano na slici:



http://monitor.eduroam.org/eduroam_map.php?kml=europe_capital
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Otvorice se Wireless Network Connection prozor u kome je potrebno odabrati eduroam mrezu
(ako se na listi ne vidi eduroam mreza, kliknuti na Refresh network list u delu Network Task sa
leve gornje strane prozora) i kliknuti Connect.

li§! Wireless Network Conneciion

Network Tasks Choose a wireless network

ﬂ Refresh network lisk Click an item in the lisk below to connect ko a wireless network in range or to get more
information.

eduroam

< Setup a wireless network.
fior a hame or small office

Related Tasks

i) Learn abaut wireless

nekworking
Change the order of
preferred netwarks ((i»
v Change advanced % Security-enabled wireless network (WPAZ) II[I[II]
settings
(cg:)
¥ soca - il
i Security-enabled wireless network (WPAZ) all
((g?')
’r_.f Security-enabled wireless network (WPAZ) Ill]l][l
(t@)
f g

Nakon toga, ako je sve podeSeno ispravno, trebalo bi da se Va$ raCunar konektuje na
eduroam mrezu.

i) Wireless Network Connection X
Network Tasks Choose a wireless network
"l-, Refresh network list Click an item in the lisk below to connect ko a wireless network in range or to get more
information,
<2 et up a wireless netwark. (({=))] eduroam Connected i:f
for & harme o small office i
”f Security-enabled wireless network (WPAZ) III!!
Related Tasks ((i))
P Lz Slhad wiaEss "E Security-enabled wireless network (WPAZ) III!I]
networking
(@)
iﬂ? Change the order of ; !
preferred networks *_f Security-enabled wireless network (WPAZ) I“l
"3% Change advanced (( ))
settings =
’rf Security-enabled wireless network (WPAZ) IDl]l][I
(Ci”
*_.»)j Security-enabled wireless network (WPAZ) II[I[II]
Disconneck




