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Kako bi korisnik na siguran nacin pristupio mreznim resursima i uz pomo¢ neophodnih podataka
(npr. korisnickog imena i lozinke) izvrSio proces autentifikacije neophodno je da na svom
raCunaru instalira SecureW2 program Cija se verzija sa odredenim predefinisanim parametrima,
specifiénim za AMRES eduroam servis, moze preuzeti na adresi
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe.

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.eduroam.ac.rs/downloads/SecureW2 AMRES.exe). Pojavi¢e se prozor kao na slici. Kliknuti
OK.

SecureW? Installer example 1.0.0 Setup: Installing =
Q0
Qg

Execute: SecureW2 Suite 114.exe
Q Please select a language.
‘English
Mullsoft Install System vz, 46
Close Cancel

Zatim Next.

Welcome to the SecureW2 EAP

O Suite 1.1.4 for Windows Setup

— Setup will guide you through the installation of Securew?2
S ecu reW2 EAP Suite 1.1.4 for Windows.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.



http://www.eduroam.ac.rs/downloads/SecureW2_AMRES.exe
http://www.eduroam.ac.rs/downloads/SecureW2_AMRES.exe

ﬂ Akademska MreZa Srbije
eduroam.amres.ac.rs
o

Akad k za Srbij v . . ..
sremeRmmress mroe Pode3avanje za eduroam - Windows 8 operativni sistem

Kliknuti | Agree.

License Agreement
Please review the license terms before installing SecureW?2 EAP Suite 1.1.4 for
Windows.

Press Page Down to see the rest of the agreement.

SecureW2 Eap Suite, Copyright (C) SecureW?2 A

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

v
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install SecureW?2 EAP Suite 1.1.4 for Windows.

Mullsoft Install System 2,38, 1-Unicode

<Back 1Agee || | cancel

Pojavice se prozor kao na slici. Odabrati TTLS 4.1.0 i kliknuti Install.

Choose Components
Choose which features of SecureW2 EAP Suite 1.1.4 for Windows you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

. o] Description
Select components to install: g 4
Position your mouse
D GTC 1.1.0 over a component £o

[JrEAP 1.0.0 see its description,

Space required: 3.6MB

Mullsoft Install System v2,38, 1-Unicode

< Back
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Prilikom instalacije otvori¢e se prozor u koji je potrebno uneti korisnicko ime i lozinku. Korisnicko
ime je u formi korisni¢ko_ime@domen (na primer: pera@rcub.bg.ac.rs), gde je korisni¢ko_ime
Vase korisni¢ko ime za eduroam servis, a domen domen Vase institucije. Zatim kliknuti OK.

= SecureW?2 EAP Suite 1.1.4 for Windows Setup =

O

SecureW2 |

Unesite Vase korisnicko ime:

Profile: I DEFAULT

Username: |k°l‘isnid<0_ime@domen

I P —

Password:

Re-enter Password:

| EXXXXXXEXXXEX

Domain

Vazna napomena: Korisni¢ki podaci (korisni¢ko ime i lozinka) koji se ovde koriste ne moraju biti
isto Sto i Va$ e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se Va$oj
mati¢noj instituciji.

Po zavrSenoj instalaciji kliknuti dugme Finish, pri Eemu treba odabrati opciju Reboot now.

SecureW?2 EAP Suite 1.1.4 for Windows Setup =

Completing the SecureW2 EAP

O Suite 1.1.4 for Windows Setup
[— Your computer must be restarted in order to complete the
S ecu reW2 installation of SecureW?2 EAP Suite 1.1.4 for Windows. Do
you want to reboot now?

(®) Reboot now

() I want to manually reboot later

< Back Finish Cancel
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Kada se raCunar restartuje, za podeSavanje wireless pristupa eduroam servisu, potrebno je uraditi
sledece: kliknuti Windows Explorer -> Desktop -> Control Panel -> Network and Internet ->
Network and Sharing Center -> Change adapter settings. U novom prozoru, desnim klikom
obeleziti Wireless Network Connection ikonicu i iz padaju¢éeg meniju odabrati opciju Properties.

T @ » Control Panel » Network and Internet » Network Connections v & Search Network Connections @

Organize v Connect To Disable this network device Diagnose this connection Renamethis connection » FZ v [l @

| Etheret - | Wi-Fi
Network cable unplugged Not connected

x W Intel(R) 82579LM Gigabit Network... * :!m Intel(R) Centrino(R) Advanced-N ...

2items  1item selected == =

Pojavice se Wireless Network Connection Properties prozor, kao na slici. Odabrati karticu
Networking i u delu This connection uses the following items: pronaci opciju Internet
Protocol Version 4 (TCP/IPv4), obeleziti je i kliknuti Properties.

Networking I Sharing !

Connect using:
&¥ Intel(R) Centrino(R) Advanced-N 6205

This connection uses the following items:

.@ File and Printer Sharing for Microsoft Networks
[ -a. Microsoft Network Adapter Muttiplexor Protocol
[ -2 Microsoft LLDP Protocol Driver
4. Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder
4. |ntemet Protocol Version 6 (TCP/IPvE
N intemet Protocol Version 4 (TCP/IPv4) |

v ] [ Uesal

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

| Cancel
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Zatim, u Internet Protocol Version 4 (TCP/IP) Properties prozoru, pod karitcom General
obelezZiti opcije Obtain an IP address automaticaly i Obtain DNS server address
automaticaly. Na kraju kliknuti OK.

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

E) Obtain an IP address automatically |
(7)) Use the following IP address:

IP address: ]

Subnet mask: l

Default gateway: ]

@ Obtain DNS server address automatically |
() Use the following DNS server addresses:

Preferred DNS server; ]

Alternate DNS server: l

[T validate settings upon exit

Onda jos jednom kliknuti na OK i na taj nacin zatvoriti Wireless Network Connection Properties
prozor.

Vratiti se na Network and Sharing Center podeSavanja. Odabrati opciju Set up a new
connection or network.

@ @ + 1 ﬁ <« Network and Internet » Network and Sharing Center v ¢ Search Control Panel

View your basic network information and set up connections
Control Panel Home

Change adapter settings View your active networks
You are currently not connected to any networks.

Change advanced sharing
settings Change your networking settings

Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also

HomeGroup

Internet Options

Windows Firewall
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U novom prozoru odabrati opciju Manually connect to a wireless network.

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

 Set up a new network
<a®_ Set up anew router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Net || Cancel

U prozoru koji ¢e se otvoriti, pod opcijom Network name, upisati eduroam (bitho je da sva
slova budu malal!). Za opcije Security type i Encryption type iz padaju¢eg menija odabrati
WPAZ2-Enterprise i AES, respektivno. Kliknuti Next.

Enter information for the wireless network you want to add

Network name: I eduroam

Security type: \WPA2-Enterprise

Encryption type: | AES

Security Key: [ Hide characters

[V]iStart this connection automatically:

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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U slede¢em prozoru odabrati opciju Change connection settings.

Successfully added eduroam

2 Change connection settings
Open the connection properties so that | can change the settings.

Zatim u eduroam Wireless Network Properties prozoru odabrati Security karticu u gornjem
delu prozora.

Connection ISQQ'ity ll

Name: eduroam
SSID: eduroam
Network type: Access point

Network availability: Al users

Connect automatically when this network is in range
[]Look for other wireless networks while connected to this network
[] Connect even if the network is not broadcasting its name (SSID)
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U padaju¢em meniju Choose a network authentication method odabrati opciju SecureW2:
SecureW2 EAP-TTLS, i nakon toga kliknuti Settings da bi se aktivirala SecureW?2 podesavanja.

Connection | Security |

Security type: |WPA2-Enterprise

Encryption type: !AES

Choose a network authentication method:

I SecureW2: SecureW2 EAP-TTLS v I’ Settings

Remember my credentials for this connection each
time I'm logged on

U novom prozoru kliknuti OK.

SecureW2

4.1.0 (46)

Profile: I _VJ

New | Configure | Delete I
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Kliknuti joS jednom OK, da biste zatvorili eduroam Wireless Network Properties podeSavanja.
Zatvoriti i ostale prozore koji su ostali otvoreni.

Na ovaj nacin je zavrSeno podeSavanje raCunara kao i podeSavanje SecureW?2 softvera u cilju
povezivanja na eduroam mrezu. Ova konfiguracija ¢e ostati saCuvana u racunaru i nije je potrebno
opet podeSavati pri ponovnom pristupu eduroam-u.

Da biste pristupili eduroam servisu potrebno je da se nalazite u podru¢ju pokrivenim eduroam
signalom, viSe informacija o tome gde se nalaze eduroam tacke pristupa mozete pronaci na
adresi: http://monitor.eduroam.org/eduroam_map.php?kml=europe capital.

Za povezivanje na eduroam mrezu potrebno je klinkuti na ikonicu u donjem desnom uglu ekrana,
kao $to je prikazano na slici:

e P o

X

- 12/26/2012

Otvorice se Wireless Network Connection prozor u kome je potrebno odabrati eduroam mrezu i
kliknuti Connect.

Networks

Airplane mode
Off ]

Networks

Airplane mode

off ®

Wi-Fi

eduroam

. Connect automatically

Wi-Fi

eduroam Connected il

Ako je sve dobro podeseno, Vas racunar ¢e se konektovati na eduroam mrezu.
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